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Organizational rules allow you to filter ,false positives”
from the risk analysis.

You have a role concept with master derived roles,
where e.g. the leading organizational level is the
company code with a corresponding organizational
value set.

Role_A 0001 for Company Code 0001 — (FB60)

ROLE_A&_0001 ©O@ ROLE_4 0001 | Maintain the values for the organizational levels of the role.

Field vals of OrgLevels
=& QO@ Standard Cross-application Authorization Objects

Org. Level ‘From’

Ic d -IDUDI
= cca AC& Standard Transaction Code Check at Transacti LCUmpany code o)
Business area *
= OC@ Standard Transaction Code Check at Transact: Account type *

&> Transaction Code FBEO

Role_B_DEO1 for Company Code DEO1 — (FK02)

Maintain the values for the organizational levels of the role.

A0LE_E_DEOL CO@ ROLE_E DEOL
Field Vals of OrglLevels
= CO@ Maintained Cross-application Authorization Objects 0rg. Level “From’
= 1
B CO@ 2 Maintained Business Partner: BF Roles \Company code JEERE

&= 0OB £ Standard Transaction Code Check at Transactia

= CC@ standard Transaction Code Check at Transacti

&y Transaction Code FEOZ

The Role_A 0001 now contains transaction FB60
(posting of vendor invoices), whereas Role B 0001

contains transaction FKO2 (changing vendor master
data).

[aint.: 0 TUnmaint. org. levels 0 open fields
Maintain the values for the organizational levels of the rol
ROLE B 0001 OO@ ROLE_E 0001 Field Vals of OrgLevels
= ©OC@ Maintained Cross-application Authorization Objects Org. Level 'From’

r 2
o : Company code 0001
E COO@ o Maintained Business Partner: BP Roles L 5

E Q0@ 2 Standard Transaction Code Check at Transact
X OC@ standard Transaction Code Check at Transa

44 Transaction Code FEOZ

A combination of transaction FKO2 (e.g. function ID
PRO1) and FB60 (e.g. function ID APO2) is a SOD risk
reflected by the risk ID ZP001,e.g..

ZP0oo1 Change Vendor & Post Invoice Medium Segregation of Duties APOZ Finance Active
ZP001 Change Vendor & Post Invoice Medium Segregation of Duties PRO1 Finance Active

A user who gets the above roles assigned would have
a combination of both transactions according to a
regular rule set, and would show up with a SOD risk if
the organizational values are not considered.

This could be a “false positive” as the user can actually
not call FKO2 and FB60 for the same company code
(legal entity) — depending on the company’s policies.
For filtering these “false positives” you can utilize
organizational rules.
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There are multiple ways to set up organizational rules

depending on your actual filter requirements, but Now we create an organizational rule that “filters” the
always be careful when setting them up, so that you Company Code 0001:
do not accidentally eliminate “real positives”.

Organization Rule : New He
User DEO1 01 has the role Role_ B DEO1 and the role o | change ey |
Rol e_A_OOO 1. Organization Rule D: * Descripton: = (=

With that he has transaction FKO2 and FB60, but for
different company codes. ‘

When we run a regular risk analysis for this user, he lr@ T T Condton [ Statun —
would show up with a SOD conflict, as he has I i ot il A Thetin i
transaction FKO2 as well as FB60 assigned.

In a next step we want to apply this organizational rule

UserlD | Aossss RiskID | Ruls D | Risk Level | Funstion | action | Last Executed On | Exscution Court | Resource | Resourcs Exin | Velue From | Value Ta | RoleiPrafle to the an aIyS|S .

DEO1 01 ZPOOT 001C  Medum P02 FBGD 0 F_BKPF_BUK ACTWT o 0z ROLE & 0001

DEO1 01 | ZPOOT 001C | Medum | APO2  FEGD 0| F_BHPF_BUK  BUKRS FEUKRS ROLE & 0001

DEOL 01 | ZPOOT 001C | Medum | APO2 FESD 0 S_TCODE  TCD FEED ROLE & 0001

DEOY 01 | ZPOM 001C | Medum  PROT  FKO2 0| F_LFAI_APP  ACTWT 02 ROLE B DED1 Risk Analysis : User Level

DEO1 01 | ZPOOT 001C | Medum  PROT FKO2 0 F_LFa1_BUK  ACTVT 02 ROLE B DEO1

DEQ1 01 | ZPOOT 001 | Medim PR FKOZ 0| F_LFA1_BUK  BUKRS JELKRS ROLE B DED Analysis Criteria

DE01 01 | ZPOOT 001G | Medium | PROT FRO2 0| FLLFA1_GRP | ACTYT 0z ROLE B DEDY Saved Variants: -] | Delete |

DEO1 01 | ZPOO1 ao1c hedium PRO1 FKOZ 0 S_TCODE TCD FrO2 ROLE B DEOT py

— — = [system v][e ] [ev] @

[User ~|[s = J®e
|U5erGruup 'Hls '|| |@®

User 0001 01 has the roles Role A 0001 and B == =l 2l®0
Role_B_0001 assigned. Bccess it ~1s -] [zeont F®e

. . . [Rule set ~|is ~ | [Global ~|@E
With that he has FKO2 and FB60 within one company [ o o T =
code, and would also show up in the risk analysis. Report Options

Format: |Summary - | |Technica\ View g |

T
User D | Access Risk ID | Ruleg ID | Risk Lewel ‘ Function | Adtion | Last Executed On | Execution Count | Resource | Resource Extn ‘ Yalue From ‘ walue To | Role/Profile e (=) Access Rigk Analysis ["] Action Level [] Critical Action [ critical Role/Profile
oom 01 Zeond 001C  Medium  APD2  FBEO 0 F_BKPF_BUK ACTVT ol 02 ROLE 4 0001 7] Permiszion Level [ Critical Permission
0001 01 | ZPO01 001 | Wedium | APDZ | FBGO 0 | F_EKPF_BUK | BUKRS $ELKRS ROLE 4 0001
0001 01 | ZPOO1 001 | Medium | APDZ | FBEO 0| S_TCODE | TCD FEE0 ROLE A& 000 Additional Criteria: [ Include Mitigated Risks [¥] Show All Objects
oom 01 | Zeont 001C | Medium  PROT | FKO2 0| F_LFA1_APR | ACTYT i’} ROLE 8 0001

e o = = 5 “ariant ¥, Save

0001 01 | ZPO01 001 | Wedium  PROT | FKOZ2 0| F_LFA1_BUK | ACTVT 0z ROLE 5 0001 | [E=
0001 01 | ZPOD1 001C | Medium | PROT FKO2 0 | F_LFA1_BUK | BUKRS FEUKRS ROLE B 0001 [ Run in Foreground | [ Run in Background |
oom 01 | Zeont 001C | Medium  PROT | FKO2 0| F_LFA1_GRP | ACTVT i’} ROLE 8 0001
0001 01 | ZPO01 001 | Wedium  PROT | FKOZ2 0 STCODE | TCD Fio2 ROLE 5 0001
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Please be aware that the corresponding organizational
value has to be set to Active in the functions, and that
the rules need to be regenerated

( Genaraie Ruks a )
FBG0 F_BKPF BLK BUKRS 3JBLKRS -  Acie
FKDZ F_LFA1_BUK BUKRS SBUKRS ¥ Active

After that, only the user 0001_01 will continue to
show up in the risk analysis report when the
corresponding organization rule is applied.

User 0 | Access kD | Fue | Fisk Level | Funcson  Action | L Resource Walus From | Ve o RokFrotie Composds Figle | Control | Mondor | Org Fude IO
Q001 01 ZPO01 001G Mol APOD FEED 0 F_BHIF BUH  ACTVT ] n2 ERLE & 0001 WA_ECD
D001_01 | 2001 O0IC | Medum | &0Z  FBEO O F WP BUNM | BUWRS 0001 0001 FLE & 0001 W E00
W | g OIS Medum | A FOW U 5 foom 1w o SRk & pog) W00
Q001 01 | ZPom 000G | M | PROL FROD 0| FAFAI_APE | ACTVT ] ROLE B 0001 WA _E00
W, | 2P O0IC | Medum | PROY FKO2 0 | FLFA1 BUK | ACTYT o2 FOLE 8 0001 MY SO0
oo o | g OO | Medum | PRI FRO2 U FFA MBS o o [ER g W_S00
000% Ot | 001 0082 | Ml | PROLFROD 0| FLFA1_GRE | ACTVT ] BCLE B 0001 EUEL
000101 | ZP0H 0G| Mndum | PROT FRO2 0|5 TCOE | TCO i FOLE B0 W _EC0

User DEO1_01 will not have a SOD conflict listed when
the organizational rule is applied.

O O Ha Viclationa a

You want to create an organizational rule that
generally eliminates all possible “false” positives for
roles that are strictly assigned based on organizational
level differentiation, meaning that users should never
have SOD within one legal entity, but may definitely
perform these functions for different company codes.
The rule could look like this:

Organization Rule : MW_SOD

Defais | Change History |

(=3

Organization Rule ID: * MNW_S0oD Description: * MWS0D

L -

Risk ID: = ZP001

Parent OrgRule ID:

|
ﬁr:|| ‘Organization Level

I: Company Code

| Company Code

| Value From Condition Status
w | 0001 o001 AND ¥ | Active
~ DEO1 DEO1 AND - Active

Value To

The risk ID could be generic:
Organization Rule : New

Dellls | Crange History

Fitter Seftings

E

Organitzation Ruke IC- * [mwscD 2 ]
Parent OrgRue 100 [ -|
G i [ ]

Description. *



